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Michael Opdenacker f{gﬁ,tmit

Embedded Linux consultant and trainer

@ Former founder of Bootlin
@ New founder of Root Commit

o Offering embedded Linux training
courses with a focus on practical
activities, interactivity and learning
techniques.

@ Free Software enthusiast
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https://bootlin.com
https://rootcommit.com
https:/rootcommit.com/training/
https:/rootcommit.com/training/
https://rootcommit.com/training/our-difference/
https://rootcommit.com/training/our-difference/
https://rootcommit.com/training/our-difference/
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Introduction
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Goals of this presentation Jroot

commit

@ Google play doesn't help finding such Free Software applications
@ Though Android is based on Free Software components
o Google's interests are elsewhere...

@ Also an opportunity to do some research, improve and rethink my
own digital hygiene.

@ Share my experience and promote
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The first steps | took Jroot

commit

@ Bought a Fairphone 5, 5 years of warranty, 8
years of software updates!

o Installed Murena's /e/OS on it (also available
pre-installed).

o Google-free phone.
Forces you to do without the main Google
apps (Maps, etc).

o Murena offers its own Cloud services instead
of Google's.

e You can use your own too (such as
Nextcloud), as in stock Android.

e Primary focus on privacy: block trackers, fake
geolocation, fake IP (TOR)...

e Second focus on Free Software: most apps are
FOSS.

Gadgetbridge

.
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https://nextcloud.com/
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Freedom friendly application stores
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https://f-droid.org/

F-Droid Jroot

commit

1812

Connectivity

@ The best catalog of FOSS applications, a great
pakeneny way to discover new ones.

Not available in Google Play: need to
download and install it as an APK file.

@ Gives you access to more apps not found on

Google Play.

@ Store: APK file to download and install
@ https://f-droid.org/

Graphics

s

.
l:.
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https://f-droid.org/

Foryou Topcharts Categories

Apps made in France

Fruitz
Dating app

Duolingo:
Language

Share photos & videos

Update
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https://aurorastore.org/

Aurora Store Jroot

commit

AT @ An alternative to Google Play, working even if
a) }) ‘ aow ] you don’t have Google services.

o Particularly useful in a Google free phone
(LineageOS...)
to get some proprietary apps you can't do

without (bank, etc.)

Edtors'Choice apps @ Unlike in Google Play, downloads applications

M & aw,* anonymously.

@ Stores: F-Droid or APK file

Share photos & videos @ https://aurorastore.org/
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https://aurorastore.org/
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Open Source Top Updated Apps
7
Navit Open
Install Install Install
Open Source Top Updated Games
o
SuperTuxkart an(g) Bushido Blocks
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Open Source Popular Apps In Last 24 Hours

tall

Open Source Popular Games In Last 24 Hours
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https://doc.e.foundation/support-topics/app_lounge
https://doc.e.foundation/support-topics/app_lounge

[root .
commit

09:49

Open Surce Top Updated Apps @ The application store from /e/OS.

@ Provides anonymous access to applications in
= Google Play (anonymously)
Open Source Top Updated Games and F_DrOId

A 53 @ Unlike Google Play, advertises the FOSS apps
: @ Also shows a privacy score based on trackers.

@ More convenient to update applications than in
Google Play and F-Droid

@ Intermittent performance or networking issues
though

@ Store: preinstalled on /e/OS

@ https://doc.e.foundation/
support-topics/app_lounge
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https://doc.e.foundation/support-topics/app_lounge
https://doc.e.foundation/support-topics/app_lounge
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Interface applications
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Enjoy a clean home screen,
while accessing everythingin an instant!

Michael Opdenacker

o
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https://vincent-falzon.com/

i t
Discreet Launcher fggronmit

Improvement on the standard Android
Launcher

Adds several convenient features (search, app
settings, favorites...)

Cleaner home screen

Stores: F-Droid, Google Play

https://vincent-falzon.com/

Enjoy a clean home screen,
while accessing everything in an instant!
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https://vincent-falzon.com/

i t
Discreet Launcher fggronmit

e Q UG~

Quick access to your favorite applications... Access favorites from anywhere,
(swipe down) @ @ ® 7 e thanks to the notification!

Cotima  Cock  Contacts
v

(o I

Eement  Etesync

L@“*@ m ¢

Phone  Contacts  Messaging  Sefiings

Calendar Caleulator  Clook  Music

Gadgetoridge  Gallery

3

lichess  Messaging gpeniscale  organic
Maps

o @ u @

Paliéon  PdfViewer  Phone Pociet Casts
™

B e ¥

Proton  Profonail ProtonVPN  Recorder  Revolut
Calendar

...or to any other application!
(swipe up)
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https://kisslauncher.com/

KISS Launcher fgg%tmit

Pharmacie Des C...

o My new Android launcher, adopted very quickly
@ o @ Unclogs your screen, shows most recent
(o Fees applications and actions (calls...)
D QSN Cornect @ Much faster to look for applications (need to
|« e remember their names) and contacts
B @ Manually set favorites bar
w B @ Stores: F-Droid, Google Play
- R @ https://kisslauncher.com/

P
- vic

$ @ O

Michael Opdenacker BoF — FOSS Applications for Android 13/ 1


https://kisslauncher.com/

KISS Launcher [root

commit
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Security
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Vaults

a Amazon

I Fevok

& Gmail
G

£ card

&3 dentity

) Secure Note
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https://bitwarden.com/

Bitwarden f root

commit

@ Password manager application

Vaults

@ Allows to have stronger passwords, and never show them on
screen

@ Synchronized between phone, desktop and browser extension.
@ Unlock it by passphrase or fingerprint scanner.

@ Can use Bitwarden's (FOSS) server for free or deploy your
own.

@ Encrypted data cannot be decrypted by the server.

@ Additional features if a subscriber: authenticator app, attach
files (10 USD/year)

@ Caution: make sure you configure it to clear the clipboard
quickly (10 seconds?).
Set it on the desktop app too.

@ Make the password manager the "Autofill” app. More secure.
@ Store: Google Play
@ https://bitwarden.com/
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https://bitwarden.com/

.4 0909

% gitea.com

tea@gitea.com

O github

user@github.com
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https://f-droid.org/en/packages/org.liberty.android.freeotpplus/
https://f-droid.org/en/packages/org.liberty.android.freeotpplus/

FreeOTP+ f root .

o6 ¥4 0909

teagieacom FOSS authenticator app (Two Factor
O ------ Authentication)

github

Always worked as a replacement for Google's or
Microsoft's.
Must have for security (SMS vulnerable to SIM
card attacks)

Stores: F-Droid, Google Play

https://f-droid.org/en/packages/org.
liberty.android.freeotpplus/
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https://f-droid.org/en/packages/org.liberty.android.freeotpplus/
https://f-droid.org/en/packages/org.liberty.android.freeotpplus/

Other security apps froot

commit

@ PrivacylDEA

o Can be used with the PrivacylDEA server (also FOSS)
deploy company/organization wide 2FA authentication.
o https://www.privacyidea.org/

@ Yubico Authenticator

o Generate OATH codes with YubiKey NEO over NFC
e https://developers.yubico.com/yubioath-flutter/
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https://www.privacyidea.org/
https://developers.yubico.com/yubioath-flutter/
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Fitness
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€ Activity and Sleep LSO « ]
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https://gadgetbridge.org/

Gadgetbridge Jroot

* RN E =0l 100% @ 04:07

& ActivityandSleep < £
ACTIVITY ~ SLEEP  SLEEPPERWEEK STersP @ FOSS application to pair and manage smart

You slept from 23:21 to 06:08 watches, bands and headphones
s without needing the vendor application (and
cloud!).

g emn @ Much better for privacy!
soomn @ Nov 2024: 150 gadgets are already well
T S supported
@ The project can help you to add support for
= your gadget.
" e Store: F-Droid

| b o v Ll
oo kel S A -1
8 Lioht sleep M Deep sieep 1 Heart rate I o https : //gadgetbrldge . org/

September 15 - 16
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https://gadgetbridge.org/
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Intervals By time

_,n'\ 2024-11-03T09:02+01

Lac des Paluds, Orange

NG TIME

38:22

TOTAL TIME

39:57

7:39
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https://opentracksapp.com/

OpenTracks Jroct

Sport tracking application that completely
respects your privacy

@ Can replace applications storing activity data
on the cloud (Strava, Garmin...)

o Can work bluetooth sensors (heart rate...)

@ Allows to make interesting places (photos,
markers) while tracking

@ Can be used fully off-line

e Store: F-Droid (caution: different app on
Google Play)

@ https://opentracksapp.com/
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https://opentracksapp.com/

OSM Dashboard for OpenTracks Jroot

commit

3"

OpenStreetMap display of your OpenTracks
activities

(]

Works offline too (predownloaded maps)

Tip: can't use it standalone.

Call it from OpenTracks (press the map button
in an activity)

] Store: F-Droid

https://f-droid.org/packages/de.
storchp.opentracks.osmplugin/

03

g ra
La

vum“tﬁll/’/mnnmg 3822 5.02km 7:39ng\
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https://f-droid.org/packages/de.storchp.opentracks.osmplugin/
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Navigation
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https://osmand.net/

OsmAnd
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Offline maps and navigation

@ Used it for 4 weeks in the USA for 99% of my

navigation needs
(car and pedestrian)

Offline functionality was also critical to find some trails
and stay on them

At the beginning, was overwhelmed by the amount of
information on the screen.
Useful to tweak settings to hide some map elements.

Main drawback: missing live traffic information

@ Several flavors:

o OsmAnd (Google Play): free but limited to 7
map downloads

o OsmAnd+ / Map+ (Google Play): one time
purchase (39.99 EUR/USD)

e OsmAnd~ (F-Droid): unlimited maps, F-Droid
recompilation

Michael Opdenacker

BoF — FOSS Applications for Android 25/ 1


https://osmand.net/

™ sGa4Q

15:18 @ W
[D 975] Avenue Jean-Henri Fabre
- e pyenue ues L=
Ea . @ 129
% 106 P
-3st 5 e ¥ 9o g, 8
020%™ 55 o 16
[ ~ S m # " Ruede
% Rue Caristie g 45 ¢ o
o Q1?0 saw- 1@ 576 O 5
o) 15(EE 365 ot 8,3
26 {2
o p &R oo 3sezbe 2 p
1Py 6 35 Y- Y
P95 L] i
8 A 127-277
T 153 153,153
P I 91
& 20, 368.
R
Py SLomT 9 3 pl P ligues iy
é’ P
P £
P E
§
7 z
5 o2 I
[
g
S 6 p
© n
3 0
i3 P
@
& ”? @
n
gt s E %
inetmédical &
54
56

3
Avenue Fredgric Mic

P
() l
1 /1
0.0 8min 4.3
km/h 15:26 km

Michael Opdenacker

ations for Ar

26/ 1


https://organicmaps.app/

Organic Maps
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o Offline Hike, Bike, Trails and Navigation

@ Also based on OpenStreetMap
o Found it after taking the OsmAnd learning

curve.
More user friendly. Better to get started with

this app.
@ Also missing live traffic information

@ Stores: F-Droid, Google Play
@ https://organicmaps.app/
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https://organicmaps.app/

Organic Maps root
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https://www.ign.fr/telechargez-application-cartographique-cartes-ign
https://www.ign.fr/telechargez-application-cartographique-cartes-ign

Cartes IGN Jrogt o

7 esprazarennas

ousws LI g ad [
2 05 4 == Filtres
‘ , @ Recently open-sourced (GPLv3), from the
‘k ~TR French Institut Géographique National
o Covers only France
o Several features: navigation, map data

" Chatecdes yramides

analysis, comparison with historic data

Depends on non-free servers, but data are open

@ Stores: F-Droid, Google Play
2 e @ https://www.ign.fr/
o telechargez-application-cartographique-
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https://www.ign.fr/telechargez-application-cartographique-cartes-ign
https://www.ign.fr/telechargez-application-cartographique-cartes-ign

Cartes IGN Jroot

commit
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https://streetcomplete.app/

StreetComplete froot

commit

@ Complete and update OpenStreetMap data
around you

@ Very fun to do, and even addictive
o Stores: F-Droid, Google Play
@ https://streetcomplete.app/
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https://streetcomplete.app/

StreetComplete

What are the opening hours here?

Add opening hours.
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Issues with Navigation apps Jroot

commit

@ Sometimes navigation fails to start (both OsmAnd and Organic
Maps).
You have to navigate by yourself (reading the map)

o Navigating with public transportation doesn't look easy. | struggled in
Vienna find a streetcar on the map! And | can’t have Google Maps
(degooglized phone).

@ Your experience?
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Communication
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https://www.fossify.org/

Fossify Phone f root
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Contacts Favorites

commit

o

‘ @ Replacement for the stock Android app
o Offers more settings, like confirming before
s making a call

o @ Supposed to focus on privacy
@ Stores: F-Droid, Google Play
- @ https://www.fossify.org/

o :
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https://www.fossify.org/

Fossify Phone root

09311 € & O MsSGAD0

< Settings

Open the dialpad by default when the app

opens

isting - (Y

Disable proximity sensor during calls

Replace sw sponding to incoming

lay incoming calls on full s

Manage speed dial

Hide dialpad numbers

Enable vibrations on dialpad button clicks

n dialpad button clicks
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Yet Another Call Blocker [root

P4 0027
Yet Another Call Blocker 9

@ However, depends on a proprietary database fetched

Recent calls
R/ 43726209046 &I 0 minutes ago

A Dad 2 20 minutes ago

7 5552368 29 minutes ago
Y Mom 2 1 hour ago
R/ 416505256015 @I 4 hours ago
/ +16365553226 11 hours ago
Y Mom 2 Yesterday
7/ Mom 2 Yesterday
K/ 43726209046 &I Yesterday
Y Dad 2 2 days ago

commit

Helps to block unwanted calls

from a Gitlab repository
(last updated 3 years ago!)

@ Also manages local block lists

@ But better than letting a proprietary app access your

calls and contacts.

Make sure you set it as default "Caller ID and spam

app

Didn’t seem to work properly the only time | got an
unwanted call.

@ Any better solution?
@ Stores: F-Droid
@ https:

//gitlab.com/xynngh/YetAnotherCallBlocker
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https://gitlab.com/xynngh/YetAnotherCallBlocker
https://gitlab.com/xynngh/YetAnotherCallBlocker

Yet Another Call Blocker [root

commit

Default apps

Browser app
Firefox Focy

Caller ID & spam app

et Another Call Blocker

+3726209046

Digital assistant app
None

Telemarketer
L [BE 2 Iy 2
Home app

KISS launch
ONLINE REVIEWS

Phone app
Phone

SMS app

Opening links

Michael Opdenacker FOSS Applications for Android
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commit

1024 €
< Signal Spam
Merci, signalement bien enregistré. Quel est
le numéro de lexpéditeur qui vous a envoyé

‘ce SMS ou le nom s'affichant a la place du
numéro ? (service gratuit)

0ct26,14:21

Merci, signalement terminé. Si vous le

st vois pones o commniqer o A fork of the stock Android app? Very similar
settings and features

signalé. Pour le 18 mars répondez : 1803

oz e \ @ Adds more color to your phone though.

Merci, signalement mis & jour. Si vous le

s P o @ Stores: F-Droid, Google Play

I'heure de réception du SMS signalé. Pour
16h05 répondez 1605.

@ https://github.com/octoshrimpy/quik

0ct 26,142

Service 33700. La procédure de
signalement est terminée. Merci de votre
coopération, qui va nous permettre de lutter
plus efficacement contre le spam
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https://github.com/octoshrimpy/quik

Maya Johnson
e
4

&

I'm on my way! What's the address? son ¢o.

Maya Johnson set the disappearing message timer

We're at 118 68th Ave. 25m ¢

Is there a buzzer? Don't want to
rin the surprise  20m © €@

Buzz 2F if you get here befo
7pm otherwise text me and I'l
me down to get you 1sm ©

S e

122 10m © @

there /'l come down and
ou in a moment om ¢

Thanks! sm © @@

Michael Opdenacker
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https://signal.org/

« @ Maya Johnson

Is there a buzzer? Don't want to
ruin the surprise 2m 0 @

Bu:
Zpm ot

1

>l o

Thanks! g

Michael Opdenacker

[ root .
commit
Very well known now

Privacy protecting and FOSS alternative to
WhatsApp

Unlike on WhatsApp, the server cannot decrypt
the messages

Unlike Telegram, both the server and clients
are FOSS

Has all the features you need: messages, calls,
video

No need to share your phone number any more

Downside: maybe FOSS, but its owners only
allow their own clients on their network. You
can't run a modified version.

Store: Google Play (only)

D M 01149 O
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ael Work

hael.opdenacker@rootcommit
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& Unified Inbox

Outbox

Manage fol

Hide accounts
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https://k9mail.app/

K-9 Mail Jroet

commit

1935 I O ®IGaD

Michael Work

& Unified Inbox

) outbox

Most popular FOSS e-mail app on Android

Supports multiple accounts and most useful
features

& orafts

Now being developed together with the new
Thunderbird for mobile.

Stores: Google Play
https://k9mail.app/
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https://k9mail.app/

Get stuff done.
Securely.

hats reat- g
Nad
ool M putit v ina few minutes

@ s
sa

Sorted: shalwe head 1o the pub?

9

which ones hat?

me. Vi can fiure out he homepage whist

203

-3 o >
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https://element.io/

Element fr°°t
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Get stuff done.
Securely.
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https://element.io/

Get stuff done.
Securely.

Operation Rebrand
E

o Client for a Matrix server, primarily for
messaging, but also for video calls

@ Used it for 3 years without any major issue.
@ Stores: F-Droid and Google Play
@ https://element.io/
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PLEALN

< Jojo *. Audio call

Wk Video call

215KiB- 2110 PM O v/
(7§
Al Cute #¢
; 8210PM
"
M Depending on mood we can...
@ ziem
1 think we can schedule something
MOV
"
Al Sure, when?
CRas e2iem
Q)

211PM O v

Q show location

22PM 0V
(7S :

I know that place, nice &

a8 212PM

Send encrypted message

Michael Opdenacker
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https://gajim.org/
https://conversations.im/

. t
Conversati f T

PLUELN

< Jojo v Audio call

B Video call

@ Encrypted, easy-to-use XMPP instant
messenger for your mobile device

5 S @ Relying on existing, well established protocols
B e @ Also support audio and video calls
e I @ Servers are interconnected. You can use the
i o when? server of your choice, and no phone number is
< a8 21PM
necessary.
J . . . -
ST | o Claims it has a very low impact on battery life.
9 stowtocaton L @ Good desktop client if you are addicted: Gajim

i o e e @ https://conversations.im/
Send encrypted message m
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[root .
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07:10

My subscriptions

Auto-Revoke
Permissions

f rarely opened

@ Application to fetch remote iCal calendars
@ Store: F-Droid

@ https://f-droid.org/en/packages/at.
bitfire.icsdroid/
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07:12
= November 2024

MON TUE WED THU

@ You can then see the calendars in Android’s
stock calendar app
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Tor Browser

0ovd4i

The,. ©
Guardian

News | Opinion  Sport ' Culture | Lifestyle

UK UK politics Education Media Society Law Scotlal

The Week in Patriarchy
The low keep getting lower, as
shown by Trump's response to
the DC plane crash

Arwa Mahdawi

When asked about his plans tovisit the crashsite,
Trump made a joke: The water? You want me to go
swimming?

Sat 1 Feb 2025 09.00 EST

< Share

@ O theguardian

[root .
commit

Privacy oriented browser connecting directly to
Tor

Better than VPNs!

Blocks trackers: each website is accessed in
isolation. Cookies automatically removed when
you are done browsing.

/e/0OS privacy rating: 7/10
Stores: Murena's App Lounge at least, custom
APK download

https://rhatto.pages.torproject.net/
tpo/download/

Michael Opdenacker

BoF — FOSS Applications for Android 48/ 1


https://rhatto.pages.torproject.net/tpo/download/
https://rhatto.pages.torproject.net/tpo/download/

19:54 0 MsGd

April)

Togin

Lassociation  Ressources  Nos positions _ Activtés  Thémes.

Wiki  Boutique  Nous aider

Prol

voir et défendre le logiciel libre

Depuis 1996, FApril est animée par une conviction
« logiciel libre, société libre ». Prenez e controle de vos
libertés informatiques et suivez lactualité du. logiciel
libre. Découvrez les enjeux, des outils et des moyens
dactions.

Pionniére du logiciel libre en France, IApril, constituée de
2629 membres (2356 personnes physiques, 273
entreprises, associations et collectivités), est depuis
1996 un acteur majeur de la démocratisation et de la
diffusion du logiciel libre et des standards ouverts
auprés du grand public, des professionnels et des
institutions dans lespace francophone. En savoir plus.

Le Lama,
\ dechalne3

L'hebdomadaire de 'April
<campagne de soutien financier

Derniéres actualités

Publication du numéro 4 du Lama Déchainé - La
gazette pour la campagne de soutien financier &
Tapril

@ & aprilorg

hael Opdenacker
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Firefox

19:54 O @5Gd

2
Promouvoir et défendre le logiciel libre

Depuis 1996, IApril est animée par une conviction
« logiciel libre, société libre ». Prenez le contrdle de vos
libertés informatiques et suivez lactualité du logiciel
libre. Découvrez les enjeux, des outils et des moyens
dactions.

Pionniére du logiciel libre en France, April, constituée de
2629 membres (2356 personnes physiques, 273
entreprises, associations et collectivités), est depuis
1996 un acteur majeur de la démocratisation et de la
diffusion du logiciel libre et des standards ouverts
auprés du grand public, des professionnels et des
institutions dans lespace francophone. En savoir plus.

Le Lama}

Q décha’l‘ne)

Derniéres actualités

Publication du numéro 4 du Lama Déchainé - La
gazette pour la campagne de soutien financier &
Tapril

@ B awiong

Michael Opdenacker
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@ The well known browser from Mozilla, focusing
on privacy protection

@ Better than Google Chrome, which also
protects your data from attackers,
but not from Google.

@ For example, Chrome doesn't disable third
party cookies
(thanks Benjamin Bellamy!)

@ However, Firefox contains a few proprietary bits
(mostly connecting to Mozilla)

e /e/OS privacy rating: 6/10

@ Store: Google Play

@ https:

//www.mozilla.org/en-US/firefox/
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Disable Firefox data collection

0925 & & o 09:26 1 & & o
& Settings & Data collection

Language
Usage and technical data

ha nce hardware
Translations : -
a us make

Set as default browser
Private browsing

HTTPS-Only Mode
off

Enhanced Tracking Protection
Standard

Site permissions
Delete browsing data

Delete browsing data on quit

Notifications
Not allowed

Data collection

Extensions

Michael Opdenacker
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The main reason why Firefox is not
in F-Droid (replaced by Fennec)

By default, Firefox tracks how you
use this browser,

to "help improve performance and
stability”

You can disable this telemetry
though.

https://support.mozilla.org/
en-US/kb/telemetry-clientid
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o
- t
Firefox Focus f o

06:57 06:58

& Privacy & Security & Privacy & Security

Enhanced Tracking Protection
Block ad trackers S
Some ads track site visits, eve

Some Use fingerprint to unlock app
Unlock usin f

o
Block analytic trackers EREt ! . X
B e e oo Steatth Firefox tuned for privacy control
. . tealtl
el taking screenshot More tunables are also available

splay functionalty ke shr F— You can disable telemetry too
Block other content trackers Block potentially dangerous and decepiive ("Send usage data")

Enabling may cause some page sites

unexpectedly : R R T T /e/OS privacy rating: 6/10
Web Content Store: Google Play

Block web fonts HTTPS-Only Mode

May result in missing icc

https://www.mozilla.org
Block JavaScript en-US/firefox/browsers/
e mobile/focus/

Data Choices
Cookies and Site Data Send usage data

Block cookies

Site permissions
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t
Fennec Jroat

0590 86

@ & fdroid.org/paci

Fennec F-Droid
Browse the web

@ F-Droid rebuild of Firefox, but with telemetry
-E\gd;:g\lecuono’addons,lnc\udlngad and proprietary bits removed

« Improved tracking protection.

e @ But still connects to various Mozilla services
< Customizale st scten youtand that can track users

navigation bar position (top or bottom).

- e /e/OS privacy rating: 7/10

« Collections of tabs Store: F— D rOid

« Synchronization of tabs, bookmarks,
passwords, etc. across multiple devices via
Firefox Sync.

https://f-droid.org/packages/org.
mozilla.fennec_fdroid/

« Picture-in-picture mode.

Fennec F-Droid is based on the latest Mozilla Firefox
release. It has proprietary bits and telemetry
removed, but still connects to various Mozilla
services that can track users.
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root
commit

MW S

@ @& fdoidorg

\-, F-Droid

APPS  FORUM  DOCS  NEWS  ISSUES

Another F-Droid rebuild of Firefox, with
telemetry and proprietary bits removed

CONTRIBUTE  ABOUT

. it Supposed to be configured with stricter privacy
settings

This is a privacy oriented and deblobbed web
browser based on Mozilla technology. It enables

many features upstreamed by the [https:// ” ” .
A it o @ Can be seen as a "Focus” equivalent to Fennec.
project] using preferences from the [https://
github.com/arkenfox/user js arkenfox-user,js

1], It is compiled from s d t 1 1 .
B dareront g sy s o /e/OS privacy rating: 7/10
[https://gitlab.com/relan/fennecbuild here). It is
recommended to install 'uBlock Origin’ .

e Store: F-Droid

Anti-Features 3
o hs st you oy Lo @ https://f-droid.org/packages/org.

T g sute o s oty mozilla.fennec_fdroid/

Free

License: Mozilla Public License 2.0 — Issue Tracker
— Source Code — Build Metadata
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https://www.videolan.org/vlc/download-android.html
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[root )
commit

@ Best known video player, supporting most
codecs

@ Stores: F-Droid, Google Play

@ https://www.videolan.org/vlc/
download-android.html
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OMSGAR

7200 1x

Kernel Recipes 2017 - Steven Rostedt’s interview

@ Kemel Recipes 408 vi

Published on Nov 12,
CATEGORY  Science & Technology
LICENCE
PRIVACY

94168, 110x196, 1
THUMBNAILS  050°0070
UPLOADER

AVATARS 48x4! 8,176x176

Michael Opdenacker
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L NPT

7200 % = v

Watch YouTube videos with an intuitive,
feature-rich and privacy friendly app

o000

Kernel Recipes 2017 - Steven Rostedt's int

@ Kernel Recipes

53

Can download videos offline, and "watch” them
with the screen off

e No adds, anonymous usage of YouTube (not
— feeding Google's algorithm)

LICENCE

PRIVACY

Supports other platforms: PeerTube,

110196, 138x246, 188x336,

THUMBNAILS

Soundcloud, Bandcamp, media.cc.de

AVATARS

Store: F-Droid (not Google Play! #2)
https://newpipe.net/
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Your Top Song.

Featured
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https://spotube.krtirtho.dev/

Spotube

[root .
commit

@ An Open Source Spotify client for every
platform

o Sleek interface, as pleasant as the regular
proprietary client.

o If you are a Spotify subscriber like me, you still
have access to your playlists and favorites.

@ Also supposed to work without a Spotify
Premium subscription, using Spotify’s public
APIs for data, and Youtube Music for audio.

@ How long will it last?

@ Stores: F-Droid Google Play (and also
Windows, Linux, MacOS)

@ https://spotube.krtirtho.dev/

Michael Opdenacker
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0813 X #0564
= Home

Continue listening

uoi de Libre
ctualités et ann,

See what's new

O-Nov13-3.1MB
victoire de Trump,

élien pou

Journal 08h00 du merc
novembre 2024
00:18:05

Get surprised %

LE JOURNAL
DE 8H
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0813 X
= Home

Continue listening

LIBRE LIBRE ‘
Avous! Avous!
Les co M

@ FOSS Podcast player

o Created by volunteers without commercial
interests

@ Stores: F-Droid, Google Play
@ https://antennapod.org/

™ int
AVoUs:
LE JOURNAL
topoLmiaue g LE o1
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VBBWEE - ©ms56a

History

MANGORADIO
..} ' 128 kbps, german v
mango, mangoradio, mongo, mo

France Inter

] W B 192kbps, french v
° France Info

B H128kbps v
o

Cause Commune fm
1 1320 kbps, France, french v
political talk

BBC World Service
IS 56 kbps, english v

news, talk

"I Radio Paradise (320k)
= 320 kbps, California, english v
eclectic, f

i ntemet, non-co.

* ©

History
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https://f-droid.org/packages/net.programmierecke.radiodroid2/
https://f-droid.org/packages/net.programmierecke.radiodroid2/

RadioDroid fig%tmit

VBB BEE - omscan
History g 8 &
MANGORADIO

..} 128 kbps, german v
mango, mangoradio, mongo, mongoradi.

France Inter

B EEszips e v @ Great to listen to radios available online, and
g 5 discover new ones

@ Radios can also be used as an alarm
- ’ @ Project making it easy to add more radios to

BlelCp) BBC World Se
e R, v the database

S Stores: F-Droid
T https://f-droid.org/packages/net.
programmierecke.radiodroid2/

History
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Healthy Battery Charging [ root

7SIMBEE . oMmsGAR

Low: 25 High: 80

@ Helps to keep your battery with an optimum
charge level

@ In theory, better to keep Li-ion batteries
between 20% and 80% charge levels

@ You get a notification when you get out of the
range.

@ Store: F-Droid

@ https://f-droid.org/packages/biz.
binarysolutions.
healthybatterycharging/
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— Culture

1 minute left

Ploutocratie

(politique) Etat d’une société dans laquelle
les plus riches exercent plus ou moins
directement le pouvoir politique ou
jouissent d’une influence prépondérante.

Michael Opdenacker
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https://en.wikipedia.org/wiki/Spaced_repetition
https://gitlab.com/michaelopdenacker/anki-presentation
https://apps.ankiweb.net/

AnkiDroid Jroot

commit

62T EE S -

= Culture
1 minute left

Ploutocratie

Flash card software using spaced repetition to
(politique) Etat d’une société dans laquelle
les plus riches exercent plus ou moins r‘emember‘ What you Iearn_

directement le pouvoir politique ou
jouissent d’une influence prépondérante.

| have about 6,700 cards on all types of topics
See my dedicated presentation.

°
°

@ Loved by students and lifelong learners

@ Using it both on the smartphone and desktop
°

Ankiweb hosts your card decks for free (support
them!)

Stores: F-Droid, Google Play

https://apps.ankiweb.net/

<1om 23mo a8mo 63mo
Again Hard Good Easy
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democracy

Etymology

from lang L. {milaidemocratia), from Ancient Greek {migrc|
snpokpatia).<br />Surface analysis:
{{confixlenidemolcracylt1=peopleit2=rule}}

Pronunciation

« {{alUK}} IPA: en, /dimpksasi/
« {{alUS}} IPA: en, /dimaksasi/

Noun
{{en-noun~|democracies}}

1. {Iblenjuncountable}} Rule by the people, especially as a
fom of gosemment efther drecty o through elected
representatives (tepresentative ).

1866,0. Arhut Parrdge on Demociacy, Tribner
&Co,, page 2:

« And the essential value and power of
Democracy consists in this,—that it
combines, as far as possible, power and
organization ; THE SPIRIT, MANHOOD, is at
‘one with THE BODY, ORGANIZATION. [...]

is Government by the People.
1501, The American HitocalReiew, American
Historcal Associatin,page
d, that i Wich marks
anon rom abaohtim or aus!ocvacy o
democracy will mark also the transition
from absolutist or autocratic methods of
nomination to democratic methods.

1921, James Bryce Bryce, Modem Democracies,

The Macmillan Company, page 1

« A century ago there was in the Old World
oy oty spot i whichthe wordng of

racy could be studied. A few of the
ancientrfalcantons of Switzerand hod
recovered their freedom after the fall of
Napoleon, and were governing themselves
as they had done from the earlier Middle
\ges|..]. Nowhere else in Europe did the
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QUiCkDiC [root
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@ Single language and bilingual dictionary from Wiktionary data

o Offline support: makes it easy to download the language packs of
your choice.

@ Formating issues though. The free but proprietary dictionaries from
"Livio” are much better. Their wiki to HTML engine is Apache 2
licensed though, and could be used in FOSS apps:
https://github.com/javalc6/wikiparser-java.

Fortunately, provides links to Wiktionary pages (when online)
An application needing contributors to fix issues.

Store: F-Droid
https://github.com/rdoeffinger/Dictionary
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Closing thoughts
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Changes in my daily usage Jroot

commit

@ Now using a password manager (Bitwarden) and stronger passwords.
No longer typing passwords.

Now using the KISS launcher. | can’t get back!

Podcasts: replacing Spotify by AntennaPod

E-mail and calendar: replaced Zoho Mail by K-9 Mail and ICSx5
Navigation: moved from Waze to OsmAnd and then Organic Maps

e 6 6 o o

Removed the Radio France app (worst number of privacy leaks).
Using RadioDroid instead.

@ Replaced Orange Phone app by Yet Another Call Blocker and Fossify
Phone.

@ Removed Garmin Connect. Now using OpenTracks, though I'm
missing all the health data for the moment.

o Keeping a closer look at my battery status (trying to keep it between
20 and 80%)
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Still missing Jroot
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@ Good, usable, multilingual, predictive keyboard, that allows to leave
Microsoft SwiftKey

@ Reliable navigation through public transportation.
o Gadgetbridge support for my Garmin watch.

@ Good application to take notes, either from Android or from the
desktop (or a web app).
Currently using SimpleNote from Automattic (GPLv2 client but
proprietary server).

@ Good FOSS offline dictionaries based on Wiktionary

@ Should elaborate on servers (like Nextcloud) for self-hosting one's
data.
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@ To people who answered my questions and shared their favorites:
Leszek Grzanska, Werner Fischer, Yann B., Sébastien Dinot,
Philip-Dylan Gleonec, Jean-Martin Haran, Benoit Taine, Luca
Ceresoli, Mikkel Kirkgaard Nielsen, Cornelius Kolbel, Christophe
Blaess, Julien Stephan, René Dubois.

@ To the maintainers of F-Droid and its contributors.
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Thank you froot

commit

@ mo@rootcommit.com
@ XMPP: omichael@conversations.im

@ Signal: rootcommit.01

@ Slides available under the CC-By-SA 4.0 license
https://rootcommit.com/pub/conferences/2025/fosdem/
foss-apps-android/

e Sources (IATEX):
https://gitlab.com/rootcommit/foss-apps-android/
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